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Fall Edition: 
Cyber Security
What you can do to help prevent an attack on your computer system

You’ve heard the terms in the media – “cyber attack”, “data 
breach”, “identity theft”, “hacking” and “ransomware” to name 
a few.  You’ve probably heard reports of cyber security breaches 
into business and government agencies. But what does all this 
mean to your parish? Your school?

A cyber attack is the deliberate exploitation 
of computer systems, technology-dependent 
enterprises and networks. Cyber attacks use 
malicious code to alter computer code, logic 
or data, resulting in disruptive consequences 
that can compromise data and lead to cyber-
crimes, such as information and identity theft. 
The spectrum of cyber risks is limitless. An 
attack can have wide-ranging effects on the 
individual, community and/or an organization. 

Regardless of the form, it is certain that any 
entity which experiences a breach of its cyber 
security will experience some kind of a loss.  
This may include:

n	 Identity theft, fraud, extortion
n	 Malware, pharming, phishing, spamming, 

spoofing, spyware, Trojans and viruses
n	 Stolen hardware (laptops, mobile devices)
n	 Denial-of-service and distributed denial-of-

service attacks
n	 Breach of access
n	 Password sniffing
n	 System infiltration
n	 Website defacement
n	 Private and public Web browser exploits
n	 Intellectual property theft or unauthorized 

access
n	 Instant messaging abuse

The risk of cyber attacks continues to 
increase. As reported by the Identify Theft 
Resource Center (ITRC), the number of U.S. 
data breaches tracked in 2015 totaled 781. 

This represents the second highest year 
on record since the ITRC began tracking 
breaches in 2005.* Adam Levin, chairman and 
founder of IDT911, predicts that, “2016 will 
see more massive public and private sector 
takedowns, hacks, and exposure of sensitive 
personal information like we have witnessed 
in years past... Malvertising and ransomware 
attacks will reach a fever pitch. Medical data 
and business information like intellectual 
property will be prime targets, with cyber 
thieves looking for opportunistic financial 
gain based on black market value, corporate 
extortion and cyber terrorism.”

Entities within the Diocese of Trenton have 
not been immune to cyber attacks. Recently, 
a parish school was a victim. Even now, the 
total damage from this attack has yet to be 
understood. Specific to your location, a cyber 
attack can result in the theft of sensitive and 
personal employee data, parish members’ 
or school parents’ credit card or other 
financial information, and alteration or theft 
of academic records. Although prevention 
of such an attack or even damage control/
mitigation arising from a data breach seems 
out of our control, there are some things that 
can be done within your parish and/or school 
to lessen the risk and avoid damage.

* http://www.idtheftcenter.org/

Data-Breaches/2015databreaches.html	

Perhaps the most helpful action you can 
take to guard against a breach is employee/
user education. Some of the most common 
security threats are phishing (e.g., the 
“Nigerian prince” who needs your help), 
viruses attached to unsecured or unknown 
downloads, and open Wi-Fi networks. 
Teach employees how to spot a threat or 
an incident and how to safeguard informa-
tion. Business managers and other leaders 
within the parish can join with diocesan IT 
personnel to develop training programs for 
all employees who have access to and use of 
your computers and systems. 

Currently, IT employees are vetting training 
material which employees will be able to 
access to gain an understanding of how a 
cyber attack can happen within their work 
environment. Some thought should be given 
to whether this training should be made 
mandatory given the great harm which could 
result should an attack or breach occur. In 
addition, business managers or those respon-
sible for your on-site computer system should 
do the following:

n	 Ensure the use of up to date anti-virus/
anti-malware software on all computers 
and firewalls for network and connected 
device protection. Not only is this a 
critical component to cyber security, it is 
also relatively easy to accomplish.

continued on page 4
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Safety Assessments:
A Do It Yourself Guide for Parishes
Hiring a consultant to assess your parish operations is a 
worthy investment, but the cost may be beyond your financial 
resources. Here are some ideas to help you do it yourself.

Think of a safety assessment as a periodic 
checkup of your parish grounds and 
operations. Conducting safety assessments 
is an ideal way to identify hazards, 
vulnerabilities, and unsafe conditions at your 
parish. 

Lack of financial resources should never be 
a factor; there are low-cost measures you 
can implement to greatly improve safety of 
your parish. Assistance from your local Police 
Department, Fire Department and Emergency 
Medical Services can also be of great value.

How to Start
Assemble a safety and security team 
to assess the security needs of the parish, 
establish a safety and security plan, educate 
all stakeholders, and implement the protocols 
that are developed. Members should include 
the religious education director, the school 
principal, the pastoral associate, the facilities 
manager, ushers/greeters, and perhaps 
parishioners who work in law enforcement, 
nursing, social work, emergency services and 
risk management.

Designate a leader to coordinate, 
schedule and lead the walk-through 
assessment. The leader will coordinate a 
walk-through of your buildings and grounds 
at various times of the day and week – 
when religious education classes are taking 
place, when Masses and other events are in 
progress, and when there is a lull in activities. 
Examine the facility and perimeter in full 
light. In the evening, look at the exterior of 
your parish as it is seen by others who may 
want to gain access. 

Take detailed notes as soon as the 
assessment is complete. Be thorough, 
considering potential problems as well as 
immediate concerns. In evaluating a room 
or area of a building, look for any potential 
risk or hazard that could result in injuries. 
Interview staff and volunteers and ask if they 
have any specific concerns. Taking pictures 
or videos is an easy and convenient way to 
document the space you’re assessing.

Questions to Ask
When assessing, ask the following questions:

n	 Does some aspect of the space increase 
the risk of crime or other harm?

n	 Is there something about the space, its 
maintenance, condition, the value and 
security of equipment or items, or any 
other situation that should be brought to 
the attention of the pastor?

n	 In a violent, hazardous or threatening 
situation, is there an area that would offer 
increased safety?

n	 Could the room be evacuated without 
using the door? Could the door be locked 
from the inside or barricaded, without 
increasing danger to occupants? Is there a 
safe space to evacuate to for shelter?

n	 Could fire suppression devices help if 
occupants are trapped inside?

n	 Are there supplies or equipment to assist 
in various emergencies?

Assess Space in Evening
Conduct an assessment of the buildings in the 
evening with the lights off. Determine how 
adults and children would be able to exit a 
classroom or building in the dark. Is there 
emergency lighting? If not, are flashlights 
within reach and easy to find? Check for 
blocked exit doors and chairs or tables that 
people might stumble over. If something is 
a serious problem, have it fixed as soon as 
possible. 

Take detailed notes. Reports should contain: 
risks and problems observed; positive 
observations if something specific is noted; 
overall observations, opinions and comments; 
recommendations and timelines, if any. 

Pay special attention to sacred vessels, 
vestments, artifacts of high value, and church 
documents. Extra security measures should 
be taken; i.e., installing security cameras or 
limiting access. Each high-value item should 
be documented with photos and descriptions.

Outside Groups 
Make sure outside groups know which areas 
they may access. Lock all classrooms, offices, 
and other areas of the building when not 
in use. Take note of what types of groups 
are sharing your facilities simultaneously. 
Consider the use of ID Badges to identify 
Church/Management Personnel.

Minimize duplicating keys to your building; 
always maintain a log of who has key access. 
If a key is lost, or your parish undergoes 
personnel changes, consider re-keying locks 
immediately so that only those who need 
entrance to your facility are granted access.

Ushers and Greeters
Ushers and greeters play an important role 
in the security of your parish. In addition to 
creating a welcoming environment, they can 
keep a watchful eye for individuals exhibiting 
suspicious behavior. They should be trained 
in body language indicators and they should 
know whether, when, and how to approach 
an individual who is suspect. 

Resources
Because all parishes and religious education 
programs differ, there is no one-size-fits-all 
recommendation. Therefore, it is critical 
that security assessments be conducted for 
specific situations. The Diocesan Religious 
Education Manual provides guidance 
regarding insurance, fire safety and other 
issues of concern related to the safety 
of minor children. A comprehensive site 
security plan should be fully integrated with 
procedures and protocols established for 
the religious education site. The NJ Office 
of Homeland Security & Preparedness has 
developed a Site Self-Assessment Tool which 
can be very useful when evaluating your 
Parish/School site. The link to NJOHSP is 
available at the Diocese of Trenton Insurance 
website http://www.dotinsurance.org/
lossprevention/topics/terrorism. If you have 
any questions or concerns, please contact 
Joseph Cahill, Associate Director Risk 
Management Diocese of Trenton, tel. 609-403-
7189 or jcahill@dioceseoftrenton.org. n
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Office of Child and Youth Protection Announces
Parish and School Audits

Coming in 2017: Changes to 
Healthcare Plans

As participants in the Protecting God’s Children® for Adults Program, it is up to all diocesan 
parishes and schools to be fully compliant with the United States Council of Catholic Bishops 
(“USCCB”) Charter for the protection of minor children and vulnerable adults. 

Employees, volunteers, and all trusted adults 
have a responsibility to fully comply with and 
support the efforts directed by the diocese 
to protect those most susceptible to abuse 
by predators. The Office of Child and Youth 
Protection (“OCYP”) will work with parishes, 
schools, youth-serving organizations, and 
other parish volunteer organizations that 
service the vulnerable adult population to 
achieve and maintain full compliance with the 
USCCB Charter.

Each year, the USCCB audits the Diocese of 
Trenton’s records, policies and practices to 
ensure our diocese is compliant with the 
Charter. Full compliance means each parish 
and school within the diocese must also be 
compliant. As you may know, the OCYP 
has already begun the process of auditing 
each parish and school to identify areas 
of concern and help establish corrective 
remedies to achieve complete compliance. 
These individual audits will help ensure your 
location is as prepared as possible in advance 
of the USCCB’s annual audits and parish site 
visits.

Over the next 12-month period, representa-
tives from the OCYP will schedule an appoint-
ment and meet personally with all pastors, 
safe environment coordinators and catechet-
ical leaders and conduct a compliance audit 
at your location. This review will assess the 
existence of the following in each employee 
and volunteer file:

n	 Criminal history background check (finger 
printing)

n	 Christian Witness Statement or Code of 
Conduct (signed)

n	 Background Information Sheet
n	 Employment/Volunteer Application Form
n	 VIRTUS training certificate. 

In addition to this documentation, the OCYP 
representatives will ensure each location has 
the following:

n	 A well communicated and fully enforced 
ID Badge Policy

n	 Community Outreach Safe Environment 
Postings such as the “Promise to Protect – 
Pledge to Heal” poster

n	 Religious Education Programs that include 
the Family Life Series

n	 Athletic Association Programs such 
as basketball, soccer, etc. are OCYP 
compliant

n	 Program compliance documentation for 
other ministries that involve children or 
vulnerable adults, such as Children’s Choir, 
Altar Service, High School Youth Groups

To ensure your location’s audit goes as 
smoothly and efficiently as possible, make 
certain these items are filed or located in the 
appropriate place that can be easily accessed 
by you and OCYP personnel.

We thank you in advance for your cooperation 
in this endeavor. In doing your part to comply 
with the mandates of the Charter, we are 
all doing everything we can to ensure a safe 
environment for our children, our youth and 
our vulnerable adults.

While you are preparing for your audit, any 
and all questions should be addressed to 
Margaret Dzminiski at 609-403-7170,  
mdzimi@dioceseoftrenton.org.  n

As healthcare costs continue to rise, the diocese 
has evaluated both the quality and costs of the 
2016 health insurance plans.  As a result of this 
analysis, January 1st, 2017, will bring some 
changes to the Aetna healthcare plans offered 
to eligible employees. Following is a brief 
description of some of the changes. 

n	 Beginning January 1, 2017, every 
employee who participates in one 
of the Aetna plans will contribute 
a pre-determined amount for their 
healthcare coverage. In other words, 
all plans will become contributory. The 
employees’ portion of the premium share 
will be communicated after the parish/
school selects a plan option in June 2016 
and before the Open Enrollment period 
begins in October. 

n	 For the Point of Service plan (POS), 
there will no longer be a prescription 
deductible of $150 for the plan year.  
Instead, a $500 deductible will apply to the 
entire plan, including prescriptions.

n	 The Health Savings Account (HSA) 
plans will again be offered to 
employees. However:

•	 The out of pocket maximum for single 
coverage will be reduced from $5,100 
to $3,000.

•	 The out of pocket maximum for family 
coverage will be reduced from $10,200 
to $6,000.

•	 This out of pocket expense is subject 
to further reduction depending 
upon the HSA plan selected that can 
offset the cost from the employer 
contribution to the health savings 
account.  

•	 Out of pocket expense for “high cost“ 
prescription drugs is reduced to $100 
per prescription per month. 

n	 NEW! Health Reimbursement Account 
(HRA) plan:

•	 Employees enrolled in this plan receive 
up to $1,500 with single coverage and 
up to $3,000 for family coverage for 
qualified medical expenses.

•	 A 3rd-party administrator will cut 
checks weekly for reimbursement to an 
employee or directly to the doctor. 

•	 Out of pocket maximum is $3,000 for 
single coverage and $6,000 for family 
coverage.

For both the HSA and the HRA plans, once 
a deductible is met, Aetna covers 90% of 
in-network costs, and the employee is 
responsible for 10%. Once out of pocket 
maximum is met, Aetna covers 100% for 
calendar year in network only.

During or before the Open Enrollment period 
(mid-October through mid-November), 
representatives from the Department of 
Administration will contact each parish to 
arrange a meeting with employees to explain 
the changes in full.  n



4 D i o c e s e  o f  T r e n t o n :  R i s k  M a n a g e m e n t  Q u a r t e r l y

Roman Catholic Diocese of Trenton
Department of Administrative Services
701 Lawrenceville Road
Trenton, NJ 08638

Willis Towers Watson Team

Willis Insurance Services of Georgia, Inc. 
Concourse Corp. Center 5, 18th Fl. 
Atlanta, GA 30328

Terry Michelitch, Executive VP
Tel: 404-224-5091 
Terry.Michelitch@willistowerswatson.com

Sandra Zanardi, Sr. Client Specialist
Tel: 404-224-5076
Sandra.Zanardi@willistowerswatson.com

Certificates of Insurance

Alex Lok, Client Services Specialist
Tel: 404-302-3824
Alex.lok@willistowerswatson.com

Claim Reporting
PMA Management Corp. 
PMA Corporate Processing Center 
Tel: 800-482-9826 
Fax: 856-727-3186

Auto Insurance Cards 
Porter & Curtis, LLC 
Tel: 484-445-7174 
Email: trenton@aeti-inc.com

To access our online form, please go to 
our website:  
www.dotinsurance.org/forms/
auto-forms

Diocese of Trenton
Chancery 
701 Lawrenceville Rd.
Trenton, NJ 08638
Main Tel: 609-406-7400

Anthony Mingarino, Chancellor  
and CAO

Joseph Bianchi, Director, 
Department of Administrative 
Services 
Tel: 609-403-7208 
Fax: 609-406-7413 
jbianc@dioceseoftrenton.org

Joseph Cahill, Associate Director  
for Risk Management 
Tel: 609-403-7189 
Fax: 609-403-7215 
jcahill@dioceseoftrenton.org

Scot Pirozzi, Director, 
Department of Construction  
and Property 
Tel: 609-403-7195 
Fax: 609-406-7412 
spiroz@dioceseofTrenton.org

www.dotinsurance.org

Insurance Hotline 
1-800-690-8709

Risk Management Key Contacts

FIRST CLASS MAIL 
US POSTAGE 

PAID 
MAILED FROM ZIP CODE 07006 

PERMIT NO. 881

Important Notification:   
Installation of New Boilers 
in the State of New Jersey
The State of New Jersey, Department of 
Labor, requires the installer of new boilers to 
complete the form “INSTALLER VERIFICATION 
OF FUNCTION TESTING AND OPERATION 
OF CONTROLS AND SAFETY DEVICES FOR 
BOILERS RATED UP TO 12,499,000 BTU/HR.” 
Information regarding this form may be 
obtained by contacting The Office of Boiler 
and Pressure Vessel Compliance at (609) 
292-2345, or at their website: 

http://lwd.dol.state.nj.us/labor/forms_pdfs/
lsse/bpvcinst101.pdf

The State of New Jersey has developed a 
pre-inspection checklist for Hot Water 
Heating and Hot Water Supply Boilers 
listing the most common violations 
encountered by field inspectors. The use of 
this checklist prior to inspection by the State 
or your insurance carrier can eliminate many 
of the typical causes for inspection failure. To 
download the checklist, go to:

https://lwd.state.nj.us/labor/forms_pdfs/lsse/
boiler_preinspection_hotwater.pdf   n

Cyber Security, continued from page 1

n	 Know what information is contained on 
your system and who has access to it. 
Do employees have access more than 
necessary to carry out the work? 

n	 Understand that if you don’t have to keep 
sensitive information, then don’t. Ask if 
the information is really needed; if not, 
delete it. The less you have, the less an 
attacker can obtain.

Be familiar with the data breach/cyber attack 
reporting requirements and be prepared 
to act quickly. Under the NJ Identity Theft 
Prevention Act, an organization must report 
certain information to the State in the event 
of a breach. If you experience a data breach 
or a cyber attack or suspect that you have, 
immediately notify Joseph Cahill, Associate 
Director of Risk Management, 609-403-7189 
or 732-284-1600 (cell). Joe is responsible 
for reporting to the State as well as the 
appropriate diocesan insurance carrier.  n
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